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MCU RECOMMENDATIONS 


The following table provides details of availability for microcode updates 
currently planned by Intel. Changes since the previous version are 
highlighted in yellow. 


LEGEND: 
Production Status: 
* Planning - Intel has not yet determined a schedule for this MCU. 
+  Pre-beta - Intel is performing early validation for this MCU. 
* Beta- Intel has released this production signed MCU under NDA for all customers to validate. 
* Production - Intel has completed all validation and is authorizing customers to use this MCU in a production environment. 
* Stopped - After a comprehensive investigation of the microarchitectures and microcode capabilities for these products, Intel has determined to not release 
microcode updates for these products for one or more reasons including, but not limited to the following: 
* Micro-architectural characteristics that preclude a practical implementation of features mitigating Variant 2 (CVE-2017-5715) 
* Limited Commercially Available System Software support 
* Based on customer inputs, most of these products are implemented as "closed systems" and therefore are expected to have a lower likelihood of 
exposure to these vulnerabilities. 


Pre-Mitigation Production MCU: 
* For products that do not have a Production MCU with mitigations for Variant 2 (Spectre), Intel recommends using this version of MCU. This does not impact 
mitigations for Variant 1 (Spectre) and Variant 3 (Meltdown). 


STOP deploying these MCU revs: 

* Intel recommends to discontinue using these select versions of MCU that were previously released with mitigations for Variant 2 (Spectre) due to system 
stability issues. 

* Lines with "***" were previously recommended to discontinue use. Subsequent testing by Intel has determined that these were unaffected by the stability 
issues and have been re-released without modification. 
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Product Names 


Anniedale > Moorefield 
Apollo Lake DO 


Apollo Lake EO 


Arrandale 


Intel? Atom? Processor Z3530, Z3560, Z3570, Z3580, 
Z3590 


Intel® Pentium® Processor J4205, N4200 
Intel® Celeron® Processor J3355, J3455, N3350, N3450 
Intel® Atom® Processor x5-E3930, x5-E3940, x7-E3950 


Intel® Atom® Processor x5-E3930, x5-E3940, x7-E3950 


Intel® Core™ Processor i7-i7-620M/LM/UM, i7-640LM/UM 
Intel® Core™ Processor i5-430M, i5-520M/UM, i5-540M 
Intel® Core™ Processor 330M, 350M 

Intel® Celeron® Processor P4500, P4505 

Intel® Core™ Processor i7-610E, 620LE/LM/M/UE/UM, 
640LM/M/UM, 660LM/UE/UM, 680UM 

Intel® Core™ Processor i5-430M/UM, 450M, 460M, 470UM, 
480M, 520E/M/UM, 540M/UM, 560M/UM, 580M 

Intel® Core™ Processor i3-330E/M/UM, 350M, 370M, 
380M/UM, 390M 

Intel® Pentium® Processor P6000, P6100, P6200, P6300 
Intel® Pentium® Processor U5400, U5600 

Intel® Celeron® Processor P4500, P4505, P4600 

Intel® Celeron® Processor U3400, U3405, U3600 


5 | Production | 


Pre- 
Mitigation 
Production 


STOP 
deploying 
these MCU 


New 
Production 


00000039 
0000002E 


00000008 


Avoton/Rangeley Intel® Atom® Processor C2000 Product Family 406D8 | or | Production] - | - | 0000012A 


Pre- STOP New 
A Platform | Production Mitigation deploying 2 
Product Names Public Name ID RUE Production these MCU Production 
MCU 


Intel? Xeon? Processor D-1513N, D-1523N, D-1533N, D- 
U Li , 1 
Broadwell DE A1 1543N, D1553N 
Broadwell DE V1 Intel? Xeon? Processor D-1520, D-1540 Production 


Production 


Intel? Xeon? Processor D-1518, D-1519, D-1521, D-1527, 
D-1528, D-1531, D-1533, D-1537, D-1541, D-1548 

Intel? Pentium? Processor D1507, D1508, D1509, D1517, 
D1519 


Intel? Xeon? Processor D-1557, D-1559, D-1567, D-1571, 
Broadwell ÞE YG D-1577, D-1581, D-1587 
Broadwell E Intel® Core™ Processor Extreme Edition i7-6950K 
is Intel? Core" Processor i7-6800K, i7-6850, i7-6900K 


Broadwell DE V2,V3 


Production 0x7000012 


Production OxF00001 1 
Production OxB00002A 


Pre- STOP New 
Product Names Public Name CPUID Platform: | reduction Mitigation Hepleying Production 
ID Production these MCU 
MCU Rev 
MCU revs 
Intel® Core™ Processor i7-5950HQ, i7-5850HQ, i7- 
5750HQ, i7-5700HQ 
Broadwell H 43e Intel? Core™ Processor i5-5575R, i5-5675C, i5-5675R, i7- 40671 Production Ox1D 


5775C,i7-5775R 
Intel® Core™ Processor i7-5700EQ, i7-5850EQ 


2697V4, E5-2698V4, E5-2699AVA, E5-2699V4 

Intel® Xeon® Processor E5-2608LV4, E5-2618LV4, E5- 

2628LV4, E5-2648LV4, E5-2658V4, E5-2699RV4, E5- 

4628LV4 

Intel® Xeon® Processor E7-4809V4, E7-4820V4, E7- 

4830V4, E7-4850V4, E7-8855V4, E7-8860V4, E7-8867V4, 
Broadwell Server EX E7-8870V4, E7-8880V4, E7-8890V4, E7-8891V4, E7- ና 
8893V4, E7-8894V4 


Intel® Xeon? Processor E5-2603V4, E5-2609V4, E5- 
2620V4, E5-2623V4, E5-2630LV4, E5-2630V4, E5- 
2637V4, E5-2640V4, E5-2643V4, E5-2650LV4, E5- 
2650V4, E5-2660V4, E5-2667V4, E5-2679V4, E5-2680V4, 
Broadwell Server E, EP, EP4S E5-2683V4, E5-2690V4, E5-2695V4, E5-2697AV4, E5- EE Production 0xB00002A 


Production OxBOOOOZA 


Pre- STOP New 
2 Platform | Production Mitigation deploying > 
Product Names Public Name CPUID ID Production these MCU lei piu 


Intel® Core™ Processor i7-5650U,i7-5600U, i7-5557U, i7- 

5550U, i7-5500U 

Intel® Core™ Processor i5-5350U, i5-5350,i5-5300U, i5- 

5287U,i5-5257U, i5-5250U, i5-5200U 

Intel® Core™ Processor i3-5157U, i3-5020U, i3-5015U, i3- 
Broadwell U/Y EN i3-5006U, i3-5005U, i3-5010U, i5-5350U, i7- 306D4 Production 

Intel® Core™ Processor M-5Y71, M-5Y70, M-5Y51, M-5Y3, 

M-5Y10c, M -5Y10a, M-5Y10 

Intel® Pentium® Processor 3805U, 3825U, 3765U, 3755U, 

3215U, 3205U 

Intel® Celeron® 3765U 


Granny Waw (nanny Trei, Intel® Atom® x5-Zxxxx CPU 406C3 Production 
Braswell) 


Intel® Celeron® Processor Jxxxx, 
ê Ê Intel® Celeron® Processor N3xxx, 
Ê. feheyıy Tiral Intel® Pentium® Processor J3xxx, 406C4 Production 
Intel® Pentium® Processor N3xxx, 
Intel® Atom® x5-E8000 Processor 


Intel? Xeon? Processor v4 E3-1258L, E3-1265L, E3-1278L, A 
Broadwell Xeon E3 E3-1285, E3-1285 40671 
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Pre- STOP New 
Product Names Public Name CPUID Platform’ |: Production Mitigatio 4 deploying Production 
ID Status Production these MCU 
MCU Rev 

Intel® Core™ Processor i5-650, 660, 661, 670 
Clarkdale Intel® Core™ Processor i3-530, 540, 550, 560 20652 12 

Intel® Pentium? Processor G6950 

Intel? Core" Processor i5-650, 655K, 660, 661, 670, 680 
Clarkdale Intel® Core™ Processor i3-530, 540 20655 92 

Intel® Pentium® Processor G6950, G6951, G6960 


Clarkdale Xeon Intel® Xeon® Processor L3406 20652 


Coffee Lake H (6+2), 1 û E I 
Coffee Lake S (6*2) 8th Generation Intel? Core" Processor Family 906EA 


Coffee Lake S (6*2) Xeon E 8th Generation Intel® Core™ Processor Family 906EA 


Production 
Candidate 
Coffee Lake-S (442) 8th Generation Intel? Core" Desktop Processor Family 906EB 


Coffee Lake-S (4*2) Xeon E 8th Generation Intel? Core" Processor Family 906EA 
Coffee Lake-S (6*2) x/KBP 8th Generation Intel? Core" Processor Family 906EA 


Coffee Lake U43e 8th Generation Intel® Core™ Processor Family 806EA CO prediction 
Candidate 


Pre- STOP New 
z Platform | Production Mitigation deploying : 
Product Names Public Name CPUID ID Status Production these MCU Production 


Cougar Mountain (AMT) Intel? Puma" 7 Home Gateway 
Denverton (GLM) Intel? Atom? Processor C3000 Product Family 


Gemini Lake Intel? Pentium? Silver processors N5xxx, J5xxx, Production 
Intel® Celeron? processors N4xxx, J4xxx 


Intel® Core™ Processor i3-2115C, i3-3115C 
Intel® Pentium® Processor B915C, B925C 
Gladden Intel® Celeron® Processor 725C Production 
Intel® Xeon® Processor E3-1105C, E3-1125C, E3-1105C v2, 
E3-1125C v2 
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Pre- STOP New 
A Platform | Production Mitigation deploying s 
Product Names Public Name CPUID ID Production these MCU Production 
Ath Generation Intel® Core™ Mobile Processor Family, 
Haswell (including H, S) Intel? Pentium® Mobile Processor Family, 306C3 32 Production 
Intel® Celeron® Mobile Processor Family 


Haswell Perf Halo Intel® Core™ Extreme Processor (5960x, 5930x, 5820x) 40661 


Intel® Xeon® Processor v3 E5-1428L, E5-1603, E5-1607, 

E5-1620, E5-1630, E5-1650, E5-1660, E5-1680, E5- 

2408L, E5-2418L, E5-2428L, E5-2438L, E5-2603, E5- 

2608L, E5-2608L, E5-2609, E5-2618L, E5-2620, E5-2623, 

E5-2628L, E5-2630, E5-2630L, E5-2637, E5-2640, E5- ê 
Haswell Server E, EP, EP4S 2643, E5-2648L, E5-2650, E5-2650L, E5-2658, E5-2660, 306F2 6F Production 

E5-2667, E5-2670, E5-2680, E5-2683, E5-2685, E5- 

2687W, E5-2690, E5-2695, E5-2697, E5-2698, E5-2699, 

E5-4610, E5-4620, E5-4627, E5-4640, E5-4648, E5-4650, 

E5-4655, E5-4660, E5-4667, E5-4669 


Intel® Xeon® Processor E7-4809V3, E7-4820V3, E7- 
4830V3, E7-4850V3, E7-8860V3, E7-8867V3, E7-8870V3, 

Haswell river EX E7-8880LV3, E7-8880V3, E7-8890V3, E7-8891V3, E7- spare Production 
8893V3 
4th Generation Intel® Core™ Mobile Processor Family, 

Haswell ULT Intel® Pentium® Mobile Processor Family, 40651 72 Production 
Intel® Celeron® Mobile Processor Family 


Pre- STOP New 
A Platform | Production Mitigation deploying s 
Product Names Public Name CPUID ID መመ Production these MCU a 


Intel® Xeon® Processor E3-1220V3, E3-1225V3, E3- 
ee ee 1230LV3, E3-1230V3, E3-1240V3, E3-1245V3, E3- Boerne 
ML QU 1270V3, E3-1275L V3, E3-1275V3, E3-1280V3, E3- 


1285LV3, E3-1285LV3, E3-1285V3 


3rd Generation Intel? Core" Mobile Processor Family, 
Ivy Bridge Intel? Pentium? Mobile Processor Family, and Intel? Production 
Celeron? Mobile Processor Family 


Intel? Xeon? Processor v2 E5-1428L, E5-1620, E5-1650, 
E5-1660, E5-2403, E5-2407, E5-2418L, E5-2420, E5- 
2428L, E5-2430, E5-2430L, E5-2440, E5-2448L, E5-2450, 
Ivy Bridge Server E, EN, EP, E5-2450L, E5-2470, E5-2603, E5-2609, E5-2618L, E5- 
EP4S 2620, E5-2628L, E5-2630, E5-2630L, E5-2637, E5-2640, Production 
E5-2643, E5-2648L, E5-2650, E5-2650L, E5-2658, E5- 


2660, E5-2667, E5-2670, E5-2680, E5-2687W, E5-2690, 
E5-2695, E5-2697, E5-4603, E5-4607, E5-4610, E5-4620, 
E5-4624L, E5-4627, E5-4640, E5-4650, E5-4657L 


Iw Bridge Server EX E5-4610, E5-4620, E5-4624L, E5-4627, E5-4640, E5- 
7... 4650, 55-46571. 

iy Brides Xeon E3 Intel® Core™ Processor Extreme Edition i7-4960X 
d eae Intel® Core™ Processor i7-4820K, i7-4930K 

Ivy Bridge E Intel® Core™ Processor Extreme Edition i7-4960X 
VAKE Intel® Core™ Processor i7-4820K, i7-4930K 
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Kaby Lake H/S/X/G 7th Generation Intel® Core™ Processor Family 


Kaby Lake Refresh U 4+2 


Kaby Lake U/Y, U23e 


Kaby Lake Xeon E3 


Knights Landing 


Knights Mill 


Lynnfield 


Lynnfield Xeon 


Nehalem EP, Nehalem WS 


8th Generation Intel® Core™ Mobile Processor Family 


7th Generation Intel® Core™ Mobile Processors 


Intel® Xeon® Processor v6 E3-1220, E3-1225, E3-1230, E3- 
1240, E3-1245, E3-1270, E3-1275, E3-1280 


Intel® Xeon® Phi™ Processor 72xx 


Intel” Xeon® Phi™ Processor Family 


Intel® Core™ Processor i7-860, 860S, 870, 870S, 875K, 880 
Intel® Core™ Processor i5-750, 750S, 760 


Intel® Xeon® Processor L3426 
Intel® Xeon® Processor X3430, X3440, X3450, X3460, 
X3470, X3480 


Intel® Xeon® Processor E5502, E5503, E5504, E5506, 
E5507, E5520, E5530, E5540 

Intel? Xeon® Processor L5506, L5508, L5518, L5520, 
L5530 

Intel® Xeon® Processor W5580, W5590 

Intel® Xeon® Processor X5550, X5560, X5570 


Production 
Status 


| 
Deea 


806EA 


806E9 


906E9 


50671 


80650 


106E5 


CO 


Pre- 
Mitigation 
Production 

MCU 


STOP 
deploying 
these MCU 

revs 


New 
Production 
MCU Rev 
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Pre- STOP New 
A Platform | Production Mitigation deploying s 
Product Names Public Name CPUID ID Status Production these MCU Production 


Nehalem EX Intel? Xeon® Processor E6510, E6540, E7520, E7530, 
E7540, L7545, L7555, X6550, X7542, X7550, X7560 


Intel® Core™ i3-21xx/23xx-T/M/E/UE Processor, 
Intel® Core™ i5-23xx/24xx/25xx-T/S/M/K Processor, 
Intel® Core™ i7-2xxx-S/K/M/QM/LE/UE/QE Processor, 
: Intel? Core" i7-29xxXM Extreme Processor, ê 
Seva) ከ Intel® Celeron® Desktop G4xx, G5xx Processor, 20857 producion 
Intel® Celeron® Mobile 8xx, B8xx Processor, 
Intel® Pentium® Desktop 350, G6xx, G6xxT, G8xx Processor, 
Intel® Pentium® Mobile 9xx, B9xx Processor 
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Product Names Public Name 


Intel® Xeon® Processor E5-2620, E5-2630, E5-2630L, E5- 
2640, E5-2650, E5-2650L, E5-2660, E5-2667, E5-2670, 
E5-2680, E5-2690 


Sandy Bridge Server 
EN/EP/EP4S 


Intel® Xeon® Processor E5-1428L, E5-1620, E5-1650, E5- 
1660, E5-2403, E5-2407, E5-2418L, E5-2420, E5-2428L, 
E5-2430, E5-2430L, E5-2440, E5-2448L, E5-2450, E5- 
2450L, E5-2470, E5-2603, E5-2609, E5-2620, E5-2630, 
Sandy Bridge Server E5-2630L, E5-2637, E5-2640, E5-2643, E5-2648L, E5- 


EN/EP/EP4S 2650, E5-2650L, E5-2658, E5-2660, E5-2665, E5-2667, 
E5-2670, E5-2680, E5-2687W, E5-2690, E5-4603, E5- 
4607, E5-4610, E5-4617, E5-4620, E5-4640, E5-4650, 
E5-4650L 
Intel® Pentium® Processor 1405 


CPUID 
206D6 


206D7 


Sandy Bridge Xeon E3 Intel® Xeon® Processor E3-1200 Product Family 206A7 


Intel® Xeon® Processor D-2123 IT, D-21411, D-2142IT, D- 
Skylake D, Bakerville 2143IT, D-2145NT, D-2146NT, D-21611, D-2163 IT, D- 
2166NT, D-2173IT, D-2177NT, D-2183IT, D-2187NT 


ino Production 


Pre- 
Mitigation 
Production 


STOP 
deploying 
these MCU 


New 
Production 
MCU Rev 
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Product Names Public Name 


Pre- STOP 
Platform | Production Mitigation deploying 
Production these MCU 
MCU revs 


New 
Production 
MCU Rev 


Intel® Xeon® Bronze Processor 3104, 3106 
Intel® Xeon® Gold Processor 5115, 5118, 5119T, 5120, 
5120T, 5122, 6126, 6126F, 6126T, 6128, 6130, 6130F, 
6130T, 6132, 6134, 6134M, 6136, 6138, 6138F, 6138T, 
6140, 6140M, 6142, 6142F, 6142M, 6144, 6146, 6148, 
Skylake Server 6148F, 6150, 6152, 6154 B7 Production 0x2000043 
Intel® Xeon® Platinum Processor 8153, 8156, 8158, 8160, 
8160F, 8160M, 8160T, 8164, 8168, 8170, 8170M, 8176, 
8176F, 8176M, 8180, 8180M 
Intel® Xeon® Silver Processor 4108, 4109T, 4110, 4112, 
4114, 4114T, 4116, 4116T 


Skylake U23e 6th Generation Intel® Core™ m Processors 406E3 mnl E 


Intel? Xeon? Processor W-2123, W-2125, W-2133, W- 

Skylake X, Basin Falls Intel® Core" i9 79xxX, 78xxX | 50654 | ZH | 0x2000043 | 
Intel® Xeon® Processor v5 E3-1220, E3-1225, E3-1230, E3- 

Skylake Xeon E3 1235L, E3-1240, E3-1240L, E3-1245, E3-1260L, E3-1270, 506E3 Production 09462.” 
E3-1275, E3-1280 

SoFIA 3G ES2.1 and Granite 4 Intel® Atom® x3-C3130 Processor | 50601 | = | 00000103 | 03 


Pre- STOP New 
Product Names Public Name CPUID Platform: | Production Mitigatio m deploying Production 
ID Status Production these MCU 
MCU Rev 
MCU revs 


Tangier (SLM) Intel® Atom® Processor Z34XX 406A8 “ጭ፦ 00000833 
gem .  .: | (SLM) [Tangier (SLM) |ሠ”አፀጠዞ‹፡5:6(...90ኪኺኒ፲ጌ | Atom” Processor Z34XX | 406A | [4099 | oı | Production 00000833 


ከ zay Nal ፣ Ianca ስ  ፡ ሚ ን ESGOO Pioqdia: Feri 30673 |." [መሙ 0000326 


Valleyview, Bay Trail | (DO, D1 


tep) Intel® Atom? Processor E3800 Product Family, 
de Feta 115158 Intel® Celeron® Processor N2807, N2930, Production 0000090A 
Sa Ay ን ae Arê Intel® Pentium® Processor J1800, J1900 
step) 
Intel Celeron Processor Jxxxx & Nxxxx, Production 0000326 
Intel® Pentium? Processor Jxxxx & Nxxxx 
Intel Celeron Processor Jxxxx & Nxxxx Production 00000836 
Intel® Pentium? Processor Jxxxx & Nxxxx 


3 
er 
3 
d, 
U1 


Pre- STOP New 
Product Names Public Name CPUID Platform: | Production Mitigation deploying Production 
ID Status Production these MCU 
MCU Rev 
MCU revs 


Intel® Xeon® Processor E5603, E5606, E5607, E5620, 
E5630, E5640, E5645, E5649 
Intel® Xeon® Processor L5609, L5618, L5630, L5638, 
L5640 
Westmere EP, WS Intel? Xeon® Processor W3670, W3680 50062 03 
Intel® Xeon® Processor X5647, X5650, X5660, X5667, 
X5670, X5672, X5675, X5677, X5680, X5687, X5690, 
X5698 


Intel® Xeon® Processor E7-2803, 2820, 2830, 2850, 2860, 
Westmere EX (EGL, WSM) 2870, 4807, 4820, 4830, 4850, 4860, 4870, 8830, 8837, 206F2 05 
8850, 8860, 8867L, 8870 


Intel® Core™ 2 Duo Processor E7200, E7300, E8190 
, 1 , 1 2 


Intel® Core™ 2 Duo Processor E7400, E7500, E8400, 
E8500, E8600 
Intel® Pentium® Processor E5200, E5300, E5400, E5500 
1 1 , 1 A E 
ነከ. E5700, E5800, E6300, E6500, E6500K, E6600, E6700, ha B an 
E6800 
Intel® Celeron? Processor E3200, E3300, E3400, E3500 
Intel? Xeon? Processor E3110, E5205, E5220, L5240 
, 1 , ፣ 1 2 
Intel® Xeon® Processor E3110, E3120, E5205, E5220, 
Do ED L3110, L5215, L5240, X5260, X5270, X5272 10678 ወ ፈላ 


Pre- STOP New 
A Platform | Production Mitigation deploying A 
Product Names Public Name CPUID ID Produetion these MCU Production 


XGold 7272 Intel? XMM™ 7272 Modem 
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LEGAL NOTICES AND DISCLAIMERS 


INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL® PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED, BY 
ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED IN 
INTEL’S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER, AND INTEL DISCLAIMS 
ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF INTEL® PRODUCTS INCLUDING LIABILITY OR WARRANTIES 
RELATING TO FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER 
INTELLECTUAL PROPERTY RIGHT. 


Intel may make changes to specifications and product descriptions at any time, without notice. 
All products, dates, and figures specified are preliminary based on current expectations, and are subject to change without notice. 


Intel, processors, chipsets, and desktop boards may contain design defects or errors Known as errata, which may cause the product to 
deviate from published specifications. Current characterized errata are available on request. 


Intel technologies’ features and benefits depend on system configuration and may require enabled hardware, software or service activation. 
Performance varies depending on system configuration. No computer system can be absolutely secure. Check with your system 
manufacturer or retailer or learn more at hitp://intel.com. 


Some results have been estimated or simulated using internal Intel analysis or architecture simulation or modeling, and provided to you for 
informational purposes. Any differences in your system hardware, software or configuration may affect your actual performance. 


Intel and the Intel logo are trademarks of Intel Corporation in the United States and other countries. 


Copyright © Intel Corporation 2018 
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